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Introduction

Filtering is a necessity in schools, for student safety and CIPA compliance and network
security. But in order to filter effectively and efficiently, schools must do more than just install
an Internet filter.

They have to stay ahead of the kids, ensuring that proxy tunnels don’t allow users to bypass

the filter and access inappropriate sites. They have to monitor and report on the effectiveness
of the filtering, including reviewing blocked and visited sites. They have to ensure that over-
blocking doesn’t limit the educational potential of the Internet, and that under-blocking doesn’t
compromise student safety. And they have to do all these things in an under-staffed, budget-
constrained environment.

Your school’s Internet filter serves many important purposes that help make your school network
a powerful resource for safe and secure learning. Effective, intelligent filtering requires that you
meet the goals of filtering while addressing its inherent challenges.

Goals of Web filtering:
e Safety of students

e Security of network
e |dentify cyberbullying
e CIPA compliance

e Enforcement of Acceptable Use Policies

Challenges to overcome:
e Balance between learning and safety
e Meet needs of various groups and individuals
e Ensure over-blocking doesn’t hinder learning
e Ensure under-blocking doesn’t impede safety and security

e Enforce policies despite sophisticated new proxy technologies

It is possible to filter effectively and efficiently, meeting these goals while overcoming the challenges.

This Guide to Effective Filtering will provide information to help you most effectively utilize
filtering technology on your school network.

This Guide includes:
e An overview of considerations when choosing an Internet filter

e |nformation on using filtering to ensure CIPA Compliance

e |nformation on using filtering to prevent Cyberbullying

e |nformation about how you can seal up proxy tunnels

e Real-world stories of schools that effectively utilize filtering

e |nformation on Lightspeed solutions that can help you filter more effectively
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Considerations for Choosing a Filtering Solution

When choosing a filtering solution, you need to look at several factors that will ensure security,
compliance, balance, flexibility, and innovation.

Database

Filtering databases should be public, allowing users to easily see what sites are blocked and
why. Schools have different filtering needs than businesses. Filters designed for use by any
organization often don't fit the specific needs of an educational institution. A comprehensive
database that organizes sites into education-specific and grade-specific categories gives schools
the ability to filter for their specific needs and adjust policies for different groups of students.

CIPA Compliance

The Children’s Internet Protection Act (CIPA) is a federal law passed by Congress in 2000 to
help ensure the safety of children accessing the Internet over school and library computers. The
act requires schools and libraries to use filtering to block dangerous or offensive material from
minor users. To meet the mandates of this law, you should choose a filtering solution designed
for schools, with the specific requirements of CIPA in mind.

Proxy Blocking

Proxies bypassing the Internet filter are a critical issue school IT administrators face. As
proxies gain both new levels of sophistication and accessibility, filters must deliver equally
sophisticated methods for blocking anonymous, unsecure, and secure proxies.

Cyberbullying

Cyberbullying is a problem that can’t be ignored. Research indicates that almost half of all
teens have experienced cyberbullying. To prevent, identify, and address cyberbullying issues
in your school, you need a filter that can limit access to sites known for cyberbullying; block
keywords related to cyberbullying; report on suspicious behavior; and deliver a detailed record
of online activities.

Flexibility

Every school is different, and within each school are different users with different web browsing
needs. A one-size-fits-all filter cannot deliver the flexibility to allow for these differences. Beyond
a comprehensive database, an effective filtering solution should allow for customized allow and
block lists, as well as the ability to set different filtering profiles for different users or groups.

Balance

While under-blocking can limit the safety and security a filter provides, over-blocking can keep
users from accessing valuable educational content on the Web. Technology learning and the
integration of technology into the curriculum are vital to developing students’ 21-st century
skills. Web 2.0 combines both of those things, making technology an active and collaborative
rather than a passive medium. However, to ensure security, filtering solutions often block all
Web 2.0 content. An effective filtering solution should deliver innovative solutions to make Web
2.0 content safe for student use.

Lightspeed Systems Guide To Effective Filtering
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Searching

Web content filtering prevents access to inappropriate sites, but cannot prevent inappropriate
search results from populating in a search request. An effective filtering solution needs to
incorporate “Safe Search” mechanisms to ensure that search results don’t contain dangerous or
offensive content and images.

Mobile Users

Internet filters often block access to inappropriate sites when the computers on which they are
installed are on the network. But when mobile users use school computers off the network, they
can be exposed to inappropriate content, and the computers to damaging viruses and spyware.
An effective filtering solution needs to work for both desktop and mobile users.

Reporting

To understand the effectiveness of your filter, you need information about how well it is working.
Comprehensive reporting about blocked sites, accessed sites, search phrases, and more can
give you the information you need to adjust policies, confront breaches in acceptable use
policies, and fine-tune your filtering criteria.

Sealing Up Pesky Proxy Problems

Students bypassing a school’s Internet filter is a great concern, for maintaining student safety
as well as CIPA compliance. As proxy technology becomes more complex in attempts to
anonymously tunnel users through content filters, Lightspeed Systems continues to develop
new proxy-blocking methods. By blocking secure, unsecure, and anonymous proxies, you can
ensure that Acceptable Use Polices are enforced and CIPA compliance is maintained.

Two thirds of respondents to Lightspeed Systems’ survey, 2007’s Top IT Headaches for K-12
Schools, indicated that proxies bypassing the Internet filter was a somewhat critical or critical
issue. Clearly, over the past two years proxies have gained both new levels of sophistication and
accessibility.

Consider the very popular proxy UltraSurf. Its website, UltraReach.com, boasts, “The most
prominent features of UltraSurf 8 are that it has implemented a complex proxy with complete
transparency and a high level of encryption on the Microsoft Internet Explorer (1E) platform.
... UltraSurf 8 implements almost all browser functions based on HTTP and user needs,

such as browsing websites, login and posting on web forums, using Web mail, uploading and
downloading data files, real time audio, video and other multimedia programs, etc.”

Since you can only enforce acceptable use policies on traffic you can see, recognizing and
blocking such “anonymizers” is essential—and requires some very sophisticated software.

Lightspeed Systems Guide To Effective Filtering
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SOLUTION

As proxy technology becomes more complex in attempts to anonymously tunnel users through
content filters, Lightspeed Systems continues to develop new proxy-blocking methods. These
methods fall into five categories.

Block Unknown URLs

When a newly created site hits the Internet, no content filter has it categorized. It is “unknown.”
Not knowing if it's “safe to allow” is why many choose to block all unknown URLs, that is, block
access to all URLs that are not in the database. Further, Lightspeed can be automatically notified
of the new URL, which triggers an immediate review to categorize and add it to the content
database. In turn, database updates are pushed out daily. This option to block unknown URLs
can be enforced for all users, students only, or any group you define with separate policies.

Block Categorized Domains and IP Addresses of Known Proxies

Proxy sites cannot hide from Lightspeed for long. Through Lightspeed’s constant downloading
of the entire Internet, proxy sites are easily detected and categorized accordingly. Further,
Lightspeed customers submit new proxies every day. A scheduled task automatically forwards
previously unknown websites that users attempted accessing, and these are analyzed and
categorized accordingly. The content database now includes more than 25 million categorized
addresses and is open for review at http://www.lightspeedsystems.com/Search.

Block Unknown URLs Matching Proxy Patterns

A more direct, real-time approach to block proxies is to block all unknown URLs with matching
proxy patterns. When a user attempts to access a site that is not in Lightspeed’s content
database, Total Traffic Control will search for signs of proxy activity using on-the-fly, deep-packet
inspection. When a request matches one of the hard-coded patterns, Lightspeed blocks the
request and logs the attempt. As proxy methods evolve, Lightspeed will continue to add patterns.

Block all Proxied Requests

By choosing to block all proxied requests, you can prevent access to the Internet if a web
request is using any proxy server. For instance, if a user configures his browser to use either

a local or external proxy server, all web requests will be immediately blocked, regardless of
destination. Any third-party browser plug-ins designed to utilize the browser’s proxy settings will
also be blocked.

Block Proxies at the Desktop

Finally, desktops with Security Agent installed can stop proxies in two additional ways—through
Lightspeed-distributed signatures that identify the proxy service application as a virus and by
disabling read/write access to removable media.

Lightspeed Systems Guide To Effective Filtering
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CASE STUDY

School: Willows Unified School District
District Size: 1,700 Students
Solution: Total Traffic Control

Focus: Filtering

WILLOWS UI:IIFIED
SCHOOL DISTRICT

“With the dismal
budget for education
in California,
consolidating with a
single solution gives
me more features, like
antivirus protection
and bandwidth
management, without
additional costs.”

Bob Lillie
Director of Technology Services
Willows Unified School District

LIGHTSPEED

SYSTEMS—

Lightspeed Customer Success

Willows Tackles Tight School Budgets with
a Single Solution

Overview

In the small town of Willows, north of Sacramento, the challenges of managing a school network
are multiplied by the limited resources: only two people manage the network that serves the
approximately 1,700 students spread across four physical campuses and seven school sites.
From supporting teachers to troubleshooting printer problems, day-to-day activities can consume
a lot of time. But larger issues of security, filtering, and network management are critical—to
student and teacher safety and productivity, as well as network security and availability.

Challenge

As Bob Lillie, Director of Technology Services, explains: “Within a school, teachers and
administrators are responsible for ensuring student safety. Technology is always changing—
and we need to constantly stay on top of it.”

When Lillie joined the Willows district in December 2006, he realized quickly that the solution
in place, Lightspeed Total Traffic Control, hadn’t been implemented correctly. “I had to be able
to stay ahead of the students, and quickly react to issues,” shares Lillie. “We had a solution in
place to do that, but it wasn’t being used effectively.”

Lillie's first business trip: to Lightspeed Systems for user training. “The class helped me learn
what the product was capable of doing, what its role was, and how to configure it correctly.
Once you know that, it is an effective solution for many of the issues we face.”

Solution

With his training completed, Lillie was able to use Total Traffic Control to monitor Internet usage,
stay on top of issues, and respond quickly to policy changes. “Soon after | returned from the training,
administrators decided to ban instant messaging within the network. Because of the knowledge and
experience | gained during my training, | was able to make the changes to my Total Traffic Control
policy settings and instant messaging was gone with just a couple of mouse-clicks,” recalls Lillie.

The Internet filter provided by the Web Access Manager component of Total Traffic Control is one
of the tools Lillie relies on most, reviewing reports such as Suspicious Searches several times a
day. The information in these reports serves as a critical measure of individual student activity,
and helps ensure student safety. “I pass along information from this report to a vice principal,”
Lillie says, “who then meets with students who are searching for inappropriate things.”

While Web Access Manager relies on a comprehensive database of categorized web sites, Lillie
appreciates the collaboration and flexibility it offers as well. “When | visited the Lightspeed offices
during my training, | saw the army of computers scouring the Web for sites, and | was impressed,” he
remembers. But Lillie is even more impressed with the human element: “When | think a site should
be either blocked or unblocked, | submit a request through the program. Lightspeed clearly values its
customers: | usually get a response within a day.” If Lightspeed doesn’t agree with Lillie's assessment
of the site, he can override it with a local decision to block or unblock on his network. “The system
works, and provides good protection along with the flexibility for our specific needs,” states Lillie.



With many different types of users using the network for many different reasons, Lillie relies on
the ability to set policies by group or individual to ensure appropriate access based on needs. For
example, teachers are given greater freedom of access than students. But if a particular student
has a special need, Lillie can customize their individual access privileges. Likewise, a student who
has repeatedly broken (or attempted to break) policies can be locked down even more tightly.

Conclusion

Total Traffic Control gives Willows a comprehensive solution for its network. Despite solicitation
from many vendors with different point solutions, Lillie has renewed with Total Traffic Control
twice. “The other solutions aren’t offering me anything | don’t already have. And with the dismal
budget for education in California, consolidating with a single solution gives me more features, like
content filtering and antivirus protection and bandwidth management, without additional costs”.

! & Lightspeed
“ Total Traffic Control

About Total Traffic Control

Monitor, manage, filter, and secure your school’s network with a single solution

Total Traffic Control is the complete solution for managing your school network’s usage, health,
and security. With this comprehensive solution you can monitor user activity, ensure Acceptable
Use Policies are being followed (on email, the Web, or the desktop—both on the network

and off), reduce dangerous and costly security threats, ensure school resources are utilized
safely and effectively, and easily view and share critical information with custom reports.

About Lightspeed

Lightspeed Systems Inc., founded in 2000, develops comprehensive network security and management

solutions for the education market. We are committed to helping schools operate their networks

effectively and efficiently, so educators can provide safe online teaching and learning environments.

Our software is used in more than 1,000 school districts in the United States, the United Kingdom,
and Australia to protect more than 5 million students. For the past two years, Lightspeed Systems
has been recognized on the Inc. 5,000 list as one of the fastest-growing private companies.
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Exceptional Service and Support

Our feature-rich solutions designed specifically for
schools are the answer to your network management
and security needs. But our unparalleled service and
support mean our solutions will continue to deliver,
long after their easy implementation. With any
Lightspeed Systems solution, you can depend on:

s24/7 live-person phone technical support.

sComprehensive online knowledge bases.

sThe Lightspeed Wiki, rife with user collaboration
and product expertise.

Professional Development and Training

Professional Services:

We provide customized, collaborative
professional development services to address
your specific needs. For more information,
please contact: ps@lightspeedsystems.com

Training:

To help you fully leverage your investment
in Lightspeed Systems solutions, we
offer an array of training options.

sOnline introductory training and user
demonstration videos.

sAdministrator certification.

sRegional training throughout the U.S.

Contact Us

Learn more about our products and services
at www.lightspeedsystems.com

We Welcome Your Calls and Emails
Lightspeed Systems

1800 19t Street

Bakersfield, CA 93301

Main: 877.447.6244

Support: 800.444.9267

Sales: sales@lightspeedsystems.com
Support: support@lightspeedsystems.com

See the powerful reporting, policy creation,
and customization features of Total Traffic

Control, and our component solutions, for
yourself. Schedule an online demonstration:
www.lightspeedsystems.com/demo
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"I have worked with four enterprise-level
Internet filtering systems, and | can say that the
Lightspeed device is by far the best solution.”

Lee Sleeper,
Director of Operations and Technology,
Bullard Independent School District
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